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l. Summary

Based on the UNDP [Country] request, UNDSS SO Aden developed this Security-Risk Assessment (SRA) considering the current
security situation in [Duty Station] to identify the risk level at this office and accordingly set the mitigation measures which will
contribute to reduce the risk level.

The purpose of this SRA is to determine the vulnerabilities and weaknesses of the proposed UNDP Office in [Duty Station] -
located at XYZ, in relation to current threats and to give advice and make recommendations to enable effective mitigation.

Information for this SRA was gathered from the country SRA and various sources including official channels of Host Country
Security liaison as well as the physical inspection to the project site on [Date].

1. UNDP Program Assessment in [Duty Station]
General

UNDP plans to have 2 projects in [Duty Station], the first project aim is ABC, while the second project aims to DEF. In order to
facilitate recovery of the local economic and social structures, the project will support government's coordination efforts by
providing technical expertise and enhancing its coordination capacity required for recovery. Since 75% of the affected population
is comprised of farmers, rehabilitation of livelihood through community-based approach will be a key component; the fund of
these projects is USSxxx million.

UNDP Staffing

Since 2009 UNDP has plans to deploy staff and establish an office in [Duty Station], which will also need to be MOSS compliant.
CO Staff

[INSERT TABLE]

Program Criticality

Facilitate recovery of the local economic and social structures as well as early recovery project for the Livelihoods Sector of the
Flood Affected Areas. Therefore, the program will receive a wide appreciation and acceptance by the local population because the
project activities are designed to reduce poverty and to lay the foundation for the long-term development of the affected areas.
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Il. General Assessment

[Duty Station] is located in XYZ, under the circumstance; [Duty Station] is a relatively secure due to the existence of committed
security forces deployed by Government of XYZ. The general security arrangements in terms of number of police stations/forces
available, as well as the fire department around the immediate area of the UNDP 'proposed' office is considered satisfactory. The
emergency response unit of [Duty Station] Police Department can also cover the complete area with a number of Mobile Police
Teams. The phone number for the Police/Fire Emergency Unit is xxxx.

The [Area] is known for [123 Group] presence and their aim to spread terrorism in the area in support of local opposition to the
central government. The ideas of an independent state are still popular in the area. Latest disturbances in support of succession of
the [Area] from [Area] can be employed by [123 Group] in attempt to further destabilize the authority of the central government
in the [Areal.

15 Mar 2009 — A Suicide Bomb attack on a tourist group visiting [Area] resulted in the death of xxxx tourists and injuring xxx, both
GHI and JKL nationals.

30 May 2009 - [123 Group] released the 9th issue of Sada Al-Malahem magazine. There, [123 Group] claimed the responsibility
for the attacks on JKL tourists and their stated justification allegedly relating to the JKL involvement in other countries. The leader
of [123 Group] also warned foreigners to refrain from entering the [Areal. The latest edition also contained a link to 194 page e-
book endorsed by XXX comprising the most direct and extreme rhetoric against the UN indoctrinating the readers that the UN is
one of greatest tyrants of this age.

On 3 Nov 2009 - Head of political security and head of general security were killed in an armed ambush while they were in their
vehicle.

Iv. General Description of the Area and Building
[Insert GPS Coordinates]
The proposed UNDP Office address is ABC Street of [Area] and is located in a residential area named DEF, [Duty Station].

a) With reference to the map of [Duty Station], the proposed UNDP office is considered to be located in a 'moderately' safe area
compared to other areas of the city, however, awareness of police, military, fire and medical support facilities is strongly
advised. The proposed office is close to [Duty Station] International Airport to the north.

e From the North: ABC Street facing the northern direction of the building. There is xxx meters "stand-off distance"
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e Stand-off Distance (SOD) between the main street (ABC Street) and the main entrance of the office is xxx meters. (Photo
#1)

e From the South: A private residence located at the southern site of the office, a 3-meter high wall separates the office from
the neighborhood, while there is insufficient SOD to the southern rear area and the neighboring house. (Photo #2)

e From the East: the eastern area of the building is divided into 2 parts, at the rear part there is a small piece of land -
sufficient SOD - to south east side of the building and northern side of the neighboring house (Photo #3), a 3-meter high
wall separates the office from the plot of land. (Photo #4), emergency exit door (Photo #5).

e From the West: there is insufficient SOD to the side of the building and a 1.5-meter high wall, separates the building from
the adjacent empty plot of land. Therefore, there is sufficient SOD between the wall and the main western road, (Photos #
6&7).

Note 1: The owner promised to rise of the concrete 1.5-meter high wall to 3 meters.

Note 2: There is sufficient SOD to the entrance, and the western side of the building. There is insufficient SOD to the northern wall (front area),
southern (back area) and the eastern area. However, the nature of the area as well as the surrounding buildings and lands, ensure the protection of
the building after implementing the recommended mitigation measures.

The proposed office is a stand-alone building, xxxx-story villa with xxx bedrooms, surrounded with a perimeter concrete wall
of approx 1.5 to 3 meters, with 2 steel gates at the main entrance for cars, as well as a small door at the right side of the main
entrance for the entry and egress of staff and visitors.

The building has a secure parking lot with sufficient space for cars.

The building is made of solid reinforced concrete blocks and stones, firm wood and metal doors, and glass windows.

There are 2 metal doors at the main entrance (Photo # 8).

There is a CCTV/Security camera system that satisfactory covers the front left/rights and rear sides of the building.

There is an existing alarm system.

There is an adequate security lighting system around the building.

There is no a 'stand-by3 generator at present.

There are smoke & carbon dioxide detectors in place throughout the proposed office.

There is no Shatter Resistance Film (SRF) applied to any of the building’s windows.

There is no building evacuation plan.

m) There is no Guardhouse.

n)
0)

There is no reception area at the entrance.
General Physical Security Measures that have been taken into account outside of the proposed UNDP project office in [Duty
Station] are as follows:

i.  Limited Security Lighting is established on the road to the front of the building.



UN Department of Safety & Security (UNDSS)

v.

The building has an existing exit and entry gates.
As stated above, the building has adequate SOD to the front and left of the building.

The building has a solid perimeter wall of 1.5 - 3 meters, which is to be further enhanced by the owner and UNDP

before signing of the contract.
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VI. Recommendations

From a security and safety stance, the following measure that should be initiated as soon as possible are recommended by UNDSS
Yemen (as per CMOSS) for the proposed UNDP project office in [Duty Station] are as follows:

1.

2.

o

= 0 ®N

11.
12.
13.
14.
15.

16.

Security guards: 12 Contractual Guards to be hired, from a known local security firm, to secure the building 24/7;
i.e. 4 guards per each 8-hour shift. Proper sentry box to be placed behind the main gate, inside the perimeter wall
Government support: Liaise/Request [Duty Station] Security/Department to permanently post armed guards, i.e. 2
guards per each 8-hour shift. A proper sentry box to be placed at the main gate, outside the perimeter wall,
additionally a Mobile Quick Reaction (MQR) and Security Metal/jersey barriers

Access control: Proper reception and inspection room to be established; screening procedures to be drafted and
strictly implemented

Handheld metal detectors and inspection mirrors are mandatory for the guard-force at the accesses control

The main entrance gate of the office should be replaced/reinforced with solid steel. Two pylons should be installed
at each side of the main gate to further reinforce the gate anti-ram capability

The main entrance door located at the right side of the main gate to be used as access control; electronic access
control system should be installed

X-Ray machine to be installed at the access control room

Walk-through x-ray machine to be installed at the access control room

Guard force 'intercom’ at the main entry point is strongly recommended

Security lighting and power supply; light bulbs are recommended to enhance the lighting system and cover all the
blind spots. Also external building 'security lighting' should be upgraded/established. An emergency power supply
(generator) to be made available at the office premises to guarantee continued operational services
Communications: Telephone line and VHF/HF system to be in place and operational as well as a satellite phone to
be made available and operational

Safety: There should be at least one fire extinguisher for every 2 medium sized rooms.

Smoke/heat detectors to be installed.

An alarm system and CCTV type monitoring system should be installed to fully cover the rear, left, right and front
sides of the building, as well as exit/entry area points and the front road left & right. Fire safety alarm system needs
to bein place.

Written fire safety and building evacuation procedures should be in place, clearly promulgated and exercised
quarterly

An office-sized medical kit is to be made available on the premises for emergency reasons
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17.

18.
19.
20.

Razor wire to be installed on top of the perimeter walls, including the partitions between the neighbors dwelling
and the office

Shatter Resistant Film (SRF) should be applied to all window/partition glass surfaces

Window Security Grills are required on all 'lower level' windows

A HESCO bastion wall should reinforce the inside of the western perimeter wall. (Please see Photo #6)

Please note that the premises should be subjected to a Blast Assessment - which may imply additional mitigating measures.

VIl. Conclusion

In conclusion, after the application of the recommended measures following the security survey conducted by UNDSS [Country],
and as per the CMOSS validated by the country SMT, the proposed UNDP office may be considered as a secure and ready for

occupancy.
Prepared by: Mr. XXXX - UNDSS FSCO [Areal.
Approved by: Mr. YYYY - UNDSS CSA
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Annex A
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| Photo# 3 — picec of land between the building and the eastern neighbor

Photo # 4 - the second part of the Westemn
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Photo #7 —an neghreempt:-,f piece of land at the western side of the
office — viwe at the western road.
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Photo # 9 — the main door at the right side of the main enirance to the
building be used as stal and visitors entrance/exit at the dailv bases
and this will lead to the access control room (photo # 11)

UN [Country]

Photo # 10 - The premiter wall is located t front {mﬁhérn side) of the
bulding — to be rised wp to 3 miters

Phato # 11 - Rest moms at the main entrance - need to be rebuilded o
be used as access control room, there is no other ulternative,

Photo # 12 - Eastern viwe for the bulding
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™

Photo # 15 — front looking cast — main strest (lreet}

UN [Country]

Ay
m

Photo #14 - viwe from outside the main zate w the main street | SIS
B

Photo # 16 ~ front looking west - main street (D Strect)
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